ITET WL
TR T N FA weaeg

AT g &M H7g
firzavam, FowTst

USHES{ 7. NCSC-1146-112-03 fifd: R053/09/06

Ransomware 3T HUHIC ‘fl__"(f@lﬁ TEEHT AT S Tﬁ@
ST FLET TSEU

Ransomware <I€dT Software 'E-FT TEHT ATHHUHET ao'l-TﬂEI, ‘lﬂiﬂgﬂ' dl AT Device dl IHHT
WH RIS /IS Lock /Encrypt T4 ‘-'l?:a Wa%g g ¥ 9l HIgd /ey 9. 9™ LIEED)
T FROAr (Ransom) AT TEg | BT RA2EAT TEAT GRS IOTCEEAT Ransomware
AHAH] USARE FeoT@id TIH 98 WEEHT G| FEuaRy ARREAE T FHEH
ATFHEE EF T Hdale geqd] Al god TS Iyl q1 TSHISs 9 RS § |

q9. Ransomware & &7
9.9. U UH YERH BNERE UFCa9C (Malware) &, SOl qUS®H] Hed @l
REcHars @F (Lock) a1 3FFT (Encrypt) T Qe Afew a1 el 9 F&1T
T TR gAY | FIEe A1 (R H [ g W T 0 B (Ransom )

HIT TG |

. Ransomware ™ qUISAE & AT TH qFF?
R.9. TUERT HEcADT STeT, FIEH, FNT a1 9 IYHCH GG Vo 9ag |
3. AUEHT GEAT/FEET FEH TEH FEEE Ha%q g7 99 |
3.3, TUEH! HEAqUl T HagAuie SIEl/ R A a1 [ g9 "a WUBIT qaadr
Rl SfaH g7 9ag |
R.Y. TAEH ST/ Unlock T TAHHSET AT ﬁﬁfﬁ@mﬁ?ﬂﬁ
g §a=g |



AT TEHTT
TR T N FA weaeg

e AFaL YT 75
fireazar, FcHTs!

USHES{ 7. NCSC-1146-112-03 fifd: R053/09/06

3. ¥ TR Ransomware © TUTSe! STETHT ATHHIT T qaqg?

=P

THASEHT {8dT 9IHYE Attachment % (PDF, Word, ZIP #Te) @rear |

3.3, WIS A, TH.UA.TE. (SMS) a1 SH ATHT AT F& J993c T HE9T

3%
3.¥.
ER
ERY
3.6.

forgar fFae et

AUET BITECAIC .exe/.apk FIZAEE SISTAS TaT |

Malware #%€ ?:Iﬁv_{ ERED g1 RES] gﬂT Pirated/Cracked G¥Caa@E FANT T&T |
Operating System ©Id TG "TF(QE?T Software &% HaHd Update TET |
Antivirus TET J9gTh GCAT FOTeAl 8T |

31'@?1'_&\-1?[ q2a% ¥ USB/external device AN TTET |

¥. Ransomware 9c ﬁlﬁﬁ F Tﬁ?

:

.

¥.3.

¥.¥.

¥.Y.
¥.&.

qIRET =gk a1 Giaare U SHAEEAT WHT THTIT Link TIT Attachment
@real THT 99& T Link @1 Attachment B ATTHHAT ’flﬁlf%ﬁ ‘JTQ'C@{ A
G

.exe/.apk &l Executable File 9l ¥%<9d@% Download BIE] Google Play
Store/Apple App Store/Microsoft Store 4T YT GFEauRaE] ANTHE
Website M TR W I

Cracked/Pirated TRIT AAUHT TFCAILEE FANT THad | Reewens Fafia
TIAT IS THaM. T Antivirus AT S9GH AT TUTEAH! Faee FHarsder |
S Amd SarFed THeM | SEHATAE Fess T aal Tere (Offline
Storage) HT ¥HT 'ﬂ'{f@lﬁ Tl'lg'aﬁ'ﬂ;l

AeasH! YA aferdl TSI |

USB/External Device Malware 5T ﬁﬁf@ﬁ ™ Wﬂl’*ﬁ"lﬁ ERIKS T@El




AT TEHTT
TR T N FA weaeg

T qEaR L& o5
fireazar, FcHTs!

USHES{ 7. NCSC-1146-112-03 fifd: R053/09/06

Y. I Ransomware HTFHHT WS T & T2

Y.9. Ransomware WHI&] YiHT HRIAT A Malware 370 JYHLEEH Held ?ﬁﬁgﬁ
3th SIHTS Frelic/Srgredle dedl e |

Y.3. THW, System Login HATAHI @GS qord TadT THa |

Y.3. FTHANHTIA AW IH! H qord Addem | &H Gty 9= 2rer fFal g1
TR €37 | T8 AFHERITS F W et A wfea g ArhA
TAET AW e |

¥.%. Backup 9IZ System Restore 1@@; | TR ﬁ"vﬁj [EERURIECIE I I ER Al
Cyber Bureau WWT@ETT@?W?@TWWWW
TSR |

¥.¥. Ransom Note, Screen Message, Log File T IAdHT FHIIEE 'ﬁ'{f@ﬁ ’{T{gﬁ"l’({l

7ty Sfeafed YEUMEE A9 Ransomware el @AUETE ATFAT GEAT JOMr ¥ STaTems
QT T@ FEafgd aaars A g |

e WEeR QAT Traedl FHr a9 SWH 9 Gedn AEvad T Ay argey qRe
F73 (NCSC) T FH=ag e |

¥H&: info@ncsc.gov.np, CITHIA: 09-¥R99930, HA.+206-25K3¥0RIGR (Fa®T),
+288-4 B 3§ G (T ATUF) |



